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57 ABSTRACT

A content screening method, apparatus and system are
provided for a content screening component to verify the
trust relationship and the categorization standard used by a
categorization component. A method includes the following
steps: the content screening component receives a catego-
rized content; and when determining that a first categoriza-
tion component that categorizes the content is trustworthy
according to the information of the categorization compo-
nent carried in the categorized content, the content screening
component screens the content by the content category
carried in the categorized content. Another method includes
the following step: when determining that the categorization
component that categorizes the content uses the same cat-
egorization standard as the content screening component
according to the information of the categorization compo-
nent carried in the categorized content, the content screening
component screens the content by the content category
carried in the categorized content.
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CONTENT SCREENING METHOD,
APPARATUS AND SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 12/500,712, filed Jul. 10, 2009, which is a
continuation of International Patent Application No. PCT/
CN2008/071137, filed May 29, 2008, which claims the
benefit of priority to Chinese Patent Application No.
200710105808.6, filed May 30, 2007, all of which are
incorporated herein by reference in their entireties.

FIELD OF THE DISCLOSURE

The present disclosure relates to network and communi-
cation fields, and in particular, to a content screening
method, apparatus, and system.

BACKGROUND OF THE DISCLOSURE

With enhanced capabilities of mobile terminals, mobile
subscribers may enjoy richer mobile services. On the other
hand, mobile subscribers are disrupted by illegal informa-
tion, junk mails, mobile phone viruses, and porn content.
Subscribers hope to eliminate such illegal and disruptive
information. In turn, mobile operators hope to defend their
networks against mobile phone viruses and junk mails and
provide subscribers with high quality services, thus increas-
ing profits. To meet these requirements, the Open Mobile
Alliance sets up a categorization-based content screening
(CBCS) working group, aiming to provide a method for
protecting subscribers from accessing improper contents.

Currently, contents are represented by metadata.

For example, ID3 tags are a technology widely used in
media players. The ID3 tag of an MP3 file includes such
information as singer name, music name, year, and music
style. Except the Style (Genre) attribute, there are no cat-
egorization related contents in the ID3 tags.

In another example, MPEG-7 is a standard for the meta-
data of audio contents or video contents. The categorization
information in the MPEG-7 includes style, topic, purpose,
language, categorization, parent guide type, and topic pre-
view.

In a specific implementation, the preceding MPEG-7 may
be described through a media description scheme (MDS). In
the MDS, a classification DS is used to describe the catego-
rization information of the contents.

During the implementation of the present disclosure, the
following problems were discovered: There may be multiple
producers of categorization information (for example, a
CBCS categorization component and a content provider that
supports the CBCS categorization component) and multiple
consumers of categorization information (for example, a
CBCS content screening component and a client that sup-
ports the CBCS metadata format) in the CBCS. However,
the classification DS of the MPEG-7 in the conventional art
supports only the description scheme (for example, Motion
Picture Association (MPA) and Internet Content Rating
Association (ICRA)), categorization type (for example,
PG-13 and PQG), country, language, and style. Thus, the
consumers and producers of the categorization information
cannot verify the trust relationship of the categorization
component by using a content screening component and
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perform the screening operation only after it is determined
that the categorization component is trustworthy.

SUMMARY OF THE DISCLOSURE

Embodiments of the present disclosure provide a content
screening method, apparatus and system so that the content
screening component can verify the trust relationship and
the categorization standard used by the categorization com-
ponent.

A content screening method provided in an embodiment
of the present disclosure includes: by a content screening
component, receiving a categorized content; and when
determining that a first categorization component that cat-
egorizes the content is trustworthy according to information
of the categorization component carried in the categorized
content, screening the content by the content category car-
ried in the categorized content.

A content screening component provided in an embodi-
ment of the present disclosure includes: a receiving unit
adapted to receive a categorized content; a reading unit,
adapted to read information of a categorization component
and a content category carried in the categorized content
received by the receiving unit; a judging unit adapted to send
out a first trigger signal when determining that a first
categorization component that categorizes the content is
trustworthy according to the information of the categoriza-
tion component read by the reading unit; and a screening
unit adapted to receive the first trigger signal sent from the
judging unit, and screen the content received by the receiv-
ing unit by using the received first trigger signal as the
trigger condition and the content category read by the
reading unit.

A content screening system provided in an embodiment of
the present disclosure includes: a first categorization com-
ponent adapted to categorize a content initially, and add the
information of the first categorization component to the
categorized content; and a content screening component
adapted to receive the categorized content, and screen the
content according to the content category carried in the
categorized content when determining that the first catego-
rization component that categorizes the content is trustwor-
thy according to the information of the categorization com-
ponent carried in the categorized content.

Another content screening method provided in an
embodiment of the present disclosure includes: by a content
screening component, when determining that a categoriza-
tion component that categorizes a content uses the same
categorization standard as the content screening component
according to the information of the categorization compo-
nent carried in the categorized content, screening the content
according to the content category carried in the categorized
content.

Another content screening component provided in an
embodiment of the present disclosure includes: a reading
unit adapted to read the information of a categorization
component and a content category carried in a categorized
content; a judging unit adapted to send out a first trigger
signal when determining that the categorization component
that categorizes the content uses the same categorization
standard as the content screening component according to
the information of the categorization component read by the
reading unit; and a screening unit adapted to receive the first
trigger signal sent from the judging unit, and screen the
content by using the received first trigger signal as the
trigger condition and the content category read by the
reading unit.
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Different from the conventional art, embodiments of the
present disclosure carry the information of the categoriza-
tion component in the categorized content. Thus, the content
screening component can verify the trust relationship of the
categorization component, and perform the screening opera-
tion when determining that the categorization component is
trustworthy. Besides, the content screening component can
verify the categorization standard used by the categorization
component, and perform the screening operation when
determining that the categorization component uses the
same categorization standard as the content screening com-
ponent.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flowchart of a content screening method
provided in a first embodiment of the present disclosure;

FIG. 2 shows a structure of a content screening compo-
nent provided in a third embodiment of the present disclo-
sure;

FIG. 3 shows a structure of a categorization component
provided in a fourth embodiment of the present disclosure;

FIG. 4 shows a structure of a content screening system
provided in a fifth embodiment of the present disclosure;

FIG. 5 is a flowchart of a content screening method
provided in a sixth embodiment of the present disclosure;
and

FIG. 6 shows a structure of a content screening compo-
nent provided in an eighth embodiment of the present
disclosure.

DETAILED DESCRIPTION OF THE
DISCLOSURE

The purpose of the embodiments of the present disclosure
is to enable the content screening component to verify the
trust relationship and the categorization standard used by the
categorization component. In the embodiments of the pres-
ent disclosure, the MPEG-7 categorization related parts is
extended by a CategorizationEntity element that is added to
the classification DS. The details are shown as follows:

<complexTypename="“Classification”>
<element ref=“Country” minOccurs=“0"
maxOccurs=“unbounded”/>
<element name="“Language” type="“language” minOccurs="0"
maxOccurs=“unbounded”/>
<element name="“Genre” type="mds:ControlledTerm”
minOcecurs=“0" maxOccurs="“unbounded”/>
<element name="“PackagedType” type="mds:ControlledTerm”
minOcecurs=“0" maxOccurs="“unbounded”/>
<element name="“Purpose” type="mds:ControlledTerm”
minOcecurs=“0" maxOccurs="“unbounded”/>
<element name="“AgeClassification”
type=“mds:Controlled Term”
minOcecurs=“0" maxOccurs="“unbounded”/>
<element name="“ParentalGuidance”
type="“mds:ParentalGuidance”
minOcecurs=“0" maxOccurs="“unbounded”/>
<element name="“MarketClassification”
type=“mds:Controlled Term”
minOceurs="0"/>
<element name="“CategorizationEntity”
type="“cbcs:CategorizationEntity”
minOceurs="0"/>
<attribute name="id” type="ID"/>
</complexType>

The new CategorizationEntity element is used to describe
the information of the categorization component. The fol-
lowing shows the structure of the CategorizationEntity ele-
ment.
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<complexType name=“CategorizationEntity”>
<element name=“Name” type="mds:ControlledTerm”
minOccurs="“0"
maxOccurs=“unbounded”>
<element name=“Country” type=“ISO3166-1CountryCode”
minOccurs="“0"
maxOccurs="1">
<attribute name="id” type="ID"/>
</complexType>

The element name="Name” is a first extended element.
The first extended element is ID information of the catego-
rization component. The ID information may be a Name
element that indicates the name of the categorization com-
ponent or an ID element that indicates the ID of the
categorization component. The Name element and the ID
element are used as the ID information.

The element name="Country” is a second extended ele-
ment. The second extended element is information of the
categorization standard of the categorization component.
The information of the categorization may be a Country
element that indicates the country where the categorization
component is located, a CategorizationScheme element that
indicates the categorization scheme used by the categoriza-
tion component, or an Operator element that indicates the
operator to which the categorization component belongs.
Any combination of the Country element, Categorization-
Scheme element and Operator element may be used as the
information of the categorization standard.

The first extended element and the second extended
element may coexist or exist separately according to the
requirements of a specific embodiment.

It should be noted that the method is not limited to
extending the MPEG-7 categorization related parts. The
information of the categorization component may, for
example, be added to the content by adding elements to
other metadata.

Based on the extension, the following describes nine
embodiments.

Embodiment 1

This embodiment provides a content screening method so
that the content screening component can verify the trust
relationship. As shown in FIG. 1, the method includes the
following steps:

S101. The subscriber sends a content request that carries
a content ID to the content provider (CP).

S102. The CP sends the corresponding categorized con-
tent to the subscriber through the network according to the
content ID. During the transmission, the corresponding
categorized content passes through the content screening
component.

S103. The content screening component reads the meta-
data of the content that includes the content category and
information of the categorization component. Further, the
information of the categorization component includes the ID
or the name of a first categorization component that catego-
rizes the content. The content screening component checks
whether the ID or name of the first categorization compo-
nent is in a trust list of the content screening component. If
the ID or name of the first categorization component is in the
trust list of the content screening component, the process
goes to S106.

If the ID or name of the first categorization component is
not in the trust list of the content screening component, the
content screening component may take other measures; for
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example, the process goes to S104 or the screening operation
is terminated directly. If the process goes to S104, the
content screening component may obtain the trusted content
category, thus supporting the trust model between the com-
ponents in the CBCS system.

S104. The content screening component selects any cat-
egorization component from the trust list as a trusted second
categorization component (furthermore, each categorization
component in the trust list may be assigned a priority, and
the content screening component selects the second catego-
rization component in the descending order of priorities),
and sends a categorization request that carries the content or
content description information to the second categorization
component.

S105. The second categorization component returns the
content category corresponding to the content to the content
screening component.

S106. The content screening component screens the con-
tent according to the content category obtained from the
trusted categorization component (i.e., the first categoriza-
tion component if the process is continued from S103, or the
second categorization component if the process is continued
from S105).

The preceding trust list includes multiple items, each of
which represents a categorization component trusted by the
screening component and includes the ID and name of the
corresponding categorization component. The trust list may
be saved in XML format. The following gives an example:

<WhiteList ScrComponent]D="HuabeiCBCS-SC-001" count="3">
<CatComponent
ID="HuabeiCBCS-CC-001">...</CatComponent™>
<CatComponent ID =“CMCCCBCS-CC-001" name=" China
Mobile Content Categorization Server - South China Central Server
(compliant with the ICRA standard)” >...</CatComponent™>
<CatComponent ID="MPACBCS-CC-001” name="MPA
Categorization Server - Asia Pacific”>...</CatComponent>
</WhiteList>

Based on the trust list saved in XML format, the screening
server of Huabei Company considers that the categorization
information in the content categorized by the No. 001
categorization server of Huabei Company, China Mobile
South China Central Server, and MPA Asia Pacific Server is
trustworthy. Contents categorized by other categorization
servers need to be re-categorized.

It should be noted that the trust list may be stored in the
content screening component or an external component and
is already preset before the categorization process begins.

If the trust list is stored in the content screening compo-
nent, the content screening component provides an interface
and operation functions to allow the external component to
add, delete, modify or search the trust list.

If the trust list is stored in the external component, the
external component provides an interface and operation
functions to allow adding, deleting, modifying or searching
the trust list. In addition, the content screening component
may call the operation functions to obtain and set the trust
list.

Embodiment 2

This embodiment supports the scenario of the trust model
between the components in the CBSC system.

Suppose the following: a categorization component A is a
categorization component trusted by a screening component
C; a categorization component B is a categorization com-
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ponent not trusted by the screening component C; the
screening component C is a screening component; a content
1 is a content categorized by the categorization component
B; and Bob is an end user.

The method of the embodiment includes the following
steps:

1. Bob requests content 1 of the CP. The CP sends content
1 to Bob through a mobile network.

2. The content 1 passes through the content screening
component C. The content screening component C reads the
metadata of content 1 and determines that the content is
categorized by categorization component B.

3. The content screening component C does not trust
categorization component B according to the trust rule of
content screening component C, for example, a trust list.
Thus, the content screening component C sends a request for
re-categorizing content 1 to categorization component A.

4. The categorization component A re-categorizes content
1, and adds the categorization information to the metadata of
content 1.

5. The categorization component A sends content 1 that
carries the categorization information or category informa-
tion and metadata of content 1 to the screening component
B.

6. The content screening component C screens the content
1 according to the screening rule.

7. The content screening component C sends the screened
content 1 to Bob.

Embodiment 3

This embodiment provides a content screening compo-
nent so that the content screening component can verify the
trust relationship. As shown in FIG. 2, the content screening
component includes a receiving unit 210, a reading unit 220,
a judging unit 230, and a screening unit 240. To ensure that
the content screening component can obtain the trusted
content category and support the trust model between the
components in the CBCS system, the content screening
component may further include a categorization requesting
unit 250.

The receiving unit 210 is adapted to receive a categorized
content.

The reading unit 220 is adapted to read information of the
categorization component and content category carried in
the categorized content that is received by the receiving unit
210.

The judging unit 230 is adapted to send out a first trigger
signal when determining that a first categorization compo-
nent that categorizes the content is trustworthy according to
the information of the categorization component read by the
reading unit 220.

The screening unit 240 is adapted to receive the first
trigger signal sent from the judging unit 230, take the
received first trigger signal as a trigger condition and screen
the content received by the receiving unit 210 according to
the content category read by the reading unit 220.

The judging unit 230 is adapted to send out a second
trigger signal when determining that the first categorization
component that categorizes the content is not trustworthy
according to the information of the categorization compo-
nent read by the reading unit 220.

The categorization requesting unit 250 is adapted to
receive the second trigger signal sent from the judging unit
230, take the received second trigger signal as the trigger



US 9,473,517 B2

7

condition and request a trusted second categorization com-
ponent to re-categorize the content received by the receiving
unit 210.

The receiving unit 210 is further adapted to receive the
information returned by the second categorization compo-
nent.

The reading unit 220 is further adapted to read the content
category upon re-categorization from the information that is
returned by the second categorization component and
received by the receiving unit.

The screening unit 240 is further adapted to screen the
content received by the receiving unit 220 by using the
content category upon re-categorization read by the read unit
220.

Embodiment 4

This embodiment provides a categorization component so
that the content screening component can verify the trust
relationship. As shown in FIG. 3, the categorization com-
ponent includes: a categorizing unit 310 and an adding unit
320.

The categorizing unit 310 is adapted to categorize a
content. The adding unit 320 is adapted to add the informa-
tion of the categorization component to the content catego-
rized by the categorizing unit.

Embodiment 5

This embodiment provides a content screening system so
that the content screening component can verify the trust
relationship. As shown in FIG. 4, the content screening
system includes a first categorization component 410 and a
content screening component 420. To ensure that the content
screening component can obtain the trusted content category
and support the trust model between the components in the
CBCS system, the content screening system may further
include a second categorization component 430.

The first categorization component 410 is adapted to
categorize a content initially and add the information of the
first categorization component to the categorized content.

The content screening component 420 is adapted to:
receive the categorized content; screen the content according
to the content category carried in the categorized content
when determining that the first categorization component
410 that categorizes the content is trustworthy according to
the information of the categorization component carried in
the categorized content; and send out a categorization
request and screen the content according to the returned
content category when determining that the first categoriza-
tion component 410 that categorizes the content is not
trustworthy according to the information of the categoriza-
tion component carried in the categorized content.

The second categorization component 430 is adapted to
receive the categorization request sent from the content
screening component 420 and return the content category.
There is a trust relationship between the second categoriza-
tion component 430 and the content screening component.

Embodiment 6

This embodiment provides a content screening method so
that the content screening component can verify the catego-
rization standard used by the categorization component. As
shown in FIG. 5, the method includes the following steps:
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S501. The subscriber sends a content request that carries
a content ID to the CP.

S502. The CP sends the corresponding categorized con-
tent to the subscriber through the network according to the
content ID. During the transmission, the categorized content
passes through the content screening component.

S503. The content screening component reads the meta-
data of the content to be screened, which includes the
content category and information of the categorization com-
ponent that categorizes the content. The information of the
categorization component includes the name of the country
where the categorization component is located or the cat-
egorization scheme used by the categorization component.

The content screening component judges whether the
categorization component uses the same categorization stan-
dard as that used by the content screening component, for
example, whether the categorization component uses the
same categorization scheme as that used by the content
screening component or whether the categorization compo-
nent is located in the same country as the content screening
component. If the categorization component uses the same
categorization standard as that used by the content screening
component, the process goes to S505.

If the categorization component doesn’t use the same
categorization standard as that used by the content screening
component, the content screening component may take other
measures, for example, the process may go to S504 or the
screening operation terminated directly. If the process goes
to S504, the converting of the content category is supported
when the categorization component uses a categorization
standard different from that used by the content screening
component.

S504. The content screening component converts the
content category into a content category corresponding to
the categorization standard used by the content screening
component according to the categorization mapping table.

S505. The content screening component screens the con-
tent according to the content category.

The preceding categorization standard may be the follow-
ing items or any combination thereof: categorization scheme
(e.g., MPA categorization scheme, such as, for example, PG
and PG-13, and ICRA categorization scheme); country
attribute; and operator attribute.

The categorization mapping table mentioned in S504 is a
table stored in the screening component. The categorization
mapping table records the mapping (rule) between the
category generated by using a categorization scheme in the
received content of one country and the category of the
standard used by the content screening component. For
example,

<rules>
<rule>
<criteria>
<country>jp</country>
<CAT>“Pop”</CAT>
<criteria>
<action>CAT="J-Pop”</action>
</rule>
<rule>
<criteria>
<country>us</country>

<scheme>MPA</scheme>
<CAT>PG-13</CAT>
<Jcriteria>
<action>CAT=“PG-16"</action>
</rule>
</rules>

In this example, the content of the Pop category from
Japan may be re-labeled as J-Pop according to the mapping
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table; and the content restricted for teenagers below 13 years
old according to the MPA standard in the United States of
America will be re-labeled as the content restricted for
teenagers below 16 years old.

Embodiment 7

This embodiment supports the scenario in which the
content category may be converted when a categorization
component and a content screening component are located
in different countries.

Suppose a categorization component A is a categorization
component located in Japan; a content screening component
B is a screening component located in China; and a content
1 is a popular song in Japan.

1. The content screening component B requests the cat-
egorization component A to categorize the content 1.

2. The categorization component A categorizes the con-
tent 1, and adds the categorization information to the meta-
data of the content 1, where the value of the Genre is set to
Pop and the value of the ClassificationEntity/Country is set
to jp.

3. The categorization component A sends the content 1
that carries the categorization information to the content
screening component B.

4. The content screening component B reads the metadata
of the content 1 and obtains Genre=Pop and Classificatio-
nEntity/Country=jp. The content screening component B
changes the value of Genre to J-Pop according to the
category conversion rule set by the content screening com-
ponent B.

5. The content screening component B screens the content
1 according to the screening rule.

Embodiment 8

This embodiment provides a content screening compo-
nent so that the content screening component can verify the
categorization standard used by the categorization compo-
nent. As shown in FIG. 6, the content screening component
includes a reading unit 610, a judging unit 620, and a
screening unit 630. To support the conversion of a content
category when the categorization component uses a catego-
rization standard different from that used by the content
screening component, the content screening component may
further include a converting unit 640.

The reading unit 610 is adapted to read information of the
categorization component and content category carried in a
categorized content.

The judging unit 620 is adapted to send out a first trigger
signal when determining that the categorization component
that categorizes the content uses the same categorization
standard as the content screening component according to
the information of the categorization component read by the
reading unit 610.

The screening unit 630 is adapted to receive the first
trigger signal sent from the judging unit 620, take the
received first trigger signal as a trigger condition and screen
the content read by the reading unit 610 according to the
content category read by the reading unit 610.

The judging unit 620 is further adapted to send out a
second trigger signal when determining that the categoriza-
tion component that categorizes the content uses a catego-
rization standard different from that used by the content
screening component according to the information of the
categorization component read by the reading unit 610.
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The converting unit 640 is adapted to: receive the second
trigger signal sent from the judging unit 620; take the
received second trigger signal as the trigger condition and
convert the content category read by the reading unit 610
into a content category corresponding to the categorization
standard used by the content screening component; and
output the content category upon conversion.

The screening unit 630 is further adapted to screen the
content by using the content category sent from the con-
verting unit.

Embodiment 9

This embodiment provides a content screening method to
support the trust model between the components in the
CBCS system and the conversion of a content category
when the categorization component uses a categorization
standard different from that used by the content screening
component. The method includes the following steps:

1. The subscriber sends a content request that carries a
content ID to the CP.

2. The CP sends the corresponding categorized content to
the subscriber through the network according to the content
ID. During the transmission, the corresponding categorized
content passes through the content screening component.

3. The content screening component reads the metadata of
the content that includes the content category and informa-
tion of the categorization component. The information of the
categorization component includes the ID or name of the
first categorization component that categorizes the content,
and the country where the first categorization component is
located or the categorization scheme used by the first
categorization component. The content screening compo-
nent checks whether the ID or name of the first categoriza-
tion component is in the trust list of the content screening
component. If so, the process goes to step 6; otherwise, the
process goes to step 4.

4. The content screening component selects any catego-
rization component from the trust list as the trusted second
categorization component, and sends a categorization
request that carries the content or content description infor-
mation to the second categorization component.

5. The second categorization component returns the cat-
egory corresponding to the content to the content screening
component. The second categorization component also
returns the information of the second categorization com-
ponent that includes the name of the country where the
second categorization component is located or the catego-
rization scheme used by the second categorization compo-
nent.

6. After obtaining the content category from the trustable
categorization component (i.e., the first categorization com-
ponent if the process is continued from step 3 or the second
categorization component if the process is continued from
step 5), the content screening component judges whether the
trustable categorization component uses the same categori-
zation standard as the content screening component accord-
ing to the country where the trustable categorization com-
ponent is located or the categorization scheme used by the
trustable categorization component. If so, the content
screening component screens the content according to the
content category obtained from the trustable categorization
component; otherwise, the content screening component
converts the content category obtained from the trustable
categorization component into a content category corre-
sponding to the categorization standard used by the content
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screening component according to the categorization map-
ping table, and screens the content according to the content
category upon conversion.

The categorization mapping table mentioned in step 6 is
a table stored in the screening component. The categoriza-
tion mapping table records the mapping (rule) between the
category generated by using a categorization scheme in the
received content of one country and the category of the
standard used by the content screening component. For
example,

<rules>
<rule>
<criteria>
<country>jp</country>
<CAT>“Pop”</CAT>
<criteria>
<action>CAT="J-Pop”</action>
</rule>
<rule>
<criteria>
<country>us</country>
<scheme>MPA</scheme>
<CAT>PG-13</CAT>
</criteria>
<action>CAT=“PG-16"</action>
</rule>
</rules>

In this example, the content of the Pop category from
Japan may be re-labeled as J-Pop according to the mapping
table; and the content restricted for teenagers below 13 years
old according to the MPA standard in USA will be re-labeled
as the content restricted for teenagers below 16 years old.

In conclusion, the embodiments of the present disclosure
carry the information of the categorization component in the
categorized content so that the content screening component
can verify the trust relationship of the categorization com-
ponent and perform a screening operation after determining
that the categorization component is trustworthy.

Furthermore, if the content screening component deter-
mines that the categorization component is not trustworthy,
it may take measures; for example, the content screening
component sends a request for re-categorization to other
trustable categorization components. This ensures that the
content screening component can obtain the content cat-
egory determined by the trustable categorization component,
thus supporting the trust model between the components in
the CBCS system.

In addition, in this the ninth embodiment, the first
embodiment and the sixth embodiment may be combined.
On the one hand, this can ensure that the content screening
component obtains the content category determined by the
trustable categorization component, thus supporting the trust
model between the components in the CBCS system; on the
other hand, this can ensure that the content screening com-
ponent determines the content category according to its own
categorization standard, thus supporting the conversion of
the content category when the categorization component
uses a categorization standard different from that used by the
content screening component. Thus, the embodiments of the
present disclosure achieve better results.

The embodiments of the present disclosure carry the
information of the categorization component in the catego-
rized content. Therefore, the content screening component
can verity the categorization standard used by the catego-
rization component, and perform a screening operation after
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determining that the categorization component uses the
same categorization standard as the content screening com-
ponent.

Further, if the content screening component determines
that the categorization component uses a categorization
standard different from that used by the content screening
component, the content screening component converts the
content category carried in the categorized content into a
content category corresponding to the categorization stan-
dard used by the content screening component, and screens
the content by the content category upon conversion. This
can ensure that the content screening component determines
the content category according to its own categorization
standard, thus supporting the conversion of the content
category when the categorization component uses a catego-
rization standard different from that used by the content
screening component.

Through the foregoing embodiments, it is understandable
to those skilled in the art that the embodiments of the present
disclosure may be implemented through software and a
necessary general hardware platform or through hardware
only. However, in most cases, software and a general hard-
ware platform are preferred. Based on such understandings,
the technical solution of the present disclosure or contribu-
tions to the conventional art may be embodied by software
products. The software products are stored in a storage
medium and incorporate several instructions to instruct a
computer device, for example, a personal computer, a server,
or a network device, to execute the method provided by each
embodiment of the present disclosure.

Although the present disclosure has been described
through several exemplary embodiments, the disclosure is
not limited to such embodiments. It is apparent that those
skilled in the art can make various modifications and varia-
tions to the disclosure without departing from the spirit and
scope of the disclosure. The disclosure is intended to cover
the modifications and variations provided that they fall in the
scope of protection defined by the following claims or their
equivalents.

What is claimed is:

1. A content screening method, comprising:

receiving, by a content screening component, a catego-
rized content, wherein the categorized content com-
prises:

a content category of the categorized content, and infor-
mation of a first categorization component, wherein the
categorized content is categorized by the first catego-
rization component, and the content category is pro-
vided by the first categorization component;

screening, by the content screening component, the cat-
egorized content according to the content category
upon the content screening component determining that
the first categorization component that categorizes the
categorized content is trusted by the content screening
component according to the information of the first
categorization component;

requesting, upon determining by the content screening
component that the first categorization component is
not trusted by the content screening component, a
trusted second categorization component to re-catego-
rize the categorized content, and

screening the categorized content according to a returned
content category from the trusted second categorization
component.

2. The content screening method of claim 1, wherein the

information of the first categorization component carried in
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the categorized content comprises identity (ID) information
of the first categorization component, the method further
comprises:

judging, by the content screening component, whether the

first categorization component is trusted by the content
screening component based on whether the ID infor-
mation of the first categorization component is in a trust
list of the content screening component.

3. The content screening method of claim 1, further
comprising:

selecting, by the content screening component, any cat-

egorization component from a trust list of the content
screening component as the trusted second categoriza-
tion component.

4. The content screening method of claim 1, further
including:

receiving, by the content screening component, the infor-

mation of the trusted second categorization component
returned by the trusted second categorization compo-
nent after re-categorizing the categorized content.

5. The content screening method of claim 1, further
including:

screening, by the content screening component, after

obtaining the content category of the categorized con-
tent from the trusted second categorization component,
the categorized content according to the content cat-
egory obtained from the trusted second categorization
component when determining that the trusted second
categorization component uses a same categorization
standard as the content screening component according
to the information of the categorization component.

6. The content screening method of claim 1, further
including:

converting, by the content screening component, after

obtaining the content category of the content from the
trusted second categorization component, the content
category obtained from the trusted categorization com-
ponent into a content category corresponding to the
categorization standard used by the content screening
component, and screening the categorized content by
the content category upon the conversion, when deter-
mining that the trusted second categorization compo-
nent uses a categorization standard different from that
used by the content screening component.

7. The content screening method of claim 6, wherein the
information of the first categorization component comprises
categorization standard information of the trusted categori-
zation component, the method further comprises:

converting, by the content screening component, when

determining that the trusted second categorization com-
ponent uses the categorization standard different from
that used by the content screening component accord-
ing to the categorization standard information of the
trusted categorization component, the content category
obtained from the trusted categorization component
into a content category corresponding to the categori-
zation standard used by the content screening compo-
nent according to a categorization mapping table.

8. The content screening method of claim 1, wherein
before the content screening component receives the cat-
egorized content, the method further comprises:

categorizing, by the first categorization component, the

categorized content; and

adding the information of the first categorization compo-

nent to the categorized content by adding elements to
metadata.
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9. A content screening component, comprising at least a
processor circuitry operating in conjunction with at least a
memory storing codes in a plurality of units, which cause the
content screening component to perform content screening,
wherein the plurality of units comprises:

a receiving unit, configured to receive a categorized

content, wherein the categorized content comprises:

a content category of the categorized content, and infor-
mation of a first categorization component, wherein the
categorized content is categorized by the first catego-
rization component and the content category is pro-
vided by the first categorization component;

a reading unit, configured to read the information of the
first categorization component and the content category
carried in the categorized content received by the
receiving unit;

a judging unit, configured to send out a first trigger signal
when determining that the first categorization compo-
nent is trusted by the content screening component
according to the information of the categorization com-
ponent read by the reading unit;

a screening unit, configured to receive the first trigger
signal sent from the judging unit, and, in response to the
first trigger signal, screen the categorized content
received by the receiving unit according to the content
category read by the reading unit;

wherein the judging unit is further configured to send out
a second trigger signal upon determining that the first
categorization component that categorizes the catego-
rized content is not trusted by the content screening
component according to the information of the catego-
rization component read by the reading unit;

the plurality of units further comprises: a categorization
requesting unit configured to receive the second trigger
signal sent from the judging unit, and, in response to the
second trigger signal, request a trusted second catego-
rization component to re-categorize the categorized
content received by the receiving unit;

the receiving unit is further configured to receive the
information returned by the second categorization com-
ponent;

the reading unit is further configured to read the content
category upon re-categorization from the information
that is returned by the second categorization component
and received by the receiving unit; and

the screening unit is further configured to screen the
content received by the receiving unit using the content
category upon re-categorization that is read by the
reading unit.

10. A computer program product comprising a non-
transitory computer readable medium storing computer
executable instructions, wherein the instructions, when
executed by a content screening component, cause the
content screening component to perform the following:

receiving, a categorized content comprising:

a content category of the categorized content, and infor-
mation of a first categorization component, wherein the
categorized content is categorized by the first catego-
rization component, and the content category is pro-
vided by the first categorization component;

screening, the categorized content according to the con-
tent category upon the content screening component
determining that the first categorization component that
categorizes the categorized content is trusted by the
content screening component according to the infor-
mation of the first categorization component;
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requesting, upon determining by the content screening
component that the first categorization component is
not trusted by the content screening component, a
trusted second categorization component to re-catego-
rize the categorized content, and 5

screening the categorized content according to a returned
content category from the trusted second categorization
component.
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